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(54) NETWORK SERVICE RELAY METHOD AND RELAY DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To construct a firewall having both 
performance deciding up to justice of a service request similarly to 
an 'application gateway' and shortness of a response time equivalent 
to 'packed filtering. 

SOLUTION: In the fire wall (F), connection between the firewall (F) 
and a server (S) is previously established to the server (S) and is 
managed. Thereby, a connection load to the server (S) when a client 
(C) requests connection is reduced, and speed-up relay processing 
is realized by only rewriting an SEQ number and an ACK number 
when relaying TCP data packets between the server (S) and the 
client (C). The firewall (F) has a function of verifying the justice in 
the case of service request transfer, and cuts off injustice request 
transfer. 
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> 3 > *5R2fO> n * £ > a >*- £8^T«i£ pJBEft 

Tif&£n£77<7^*-;k£frL > T\ ftSc?)n>t!zL 
-$>±0£^x>HcK&-f3*>y h7-^-fc?X 

ffiE 7 r 7 ^ * -JU t Mtt- A£ OPifl tc^ae> 1 
± <S 7 y < 7 £ * - )V - U— 3 * * > 3 > fcfcft 

77^7£*-;MB!j03**S/3 >^-^lT*S< 

if IB * ^ -f x > h £ ift IB 7 7 -f 7 * * - ^ t <D M KJg 1 
7 p TffiRf L Tfc ;t« 3 * £ 3 > 

tft&{7 7'fX>b-7 7'(7V*-)m3*t7>'B 

h £ JI< * y -fe- n * * > 3 & ME 7 7 -f 
7**-;i/— 9— AfBp^S/s >^h9E7 7<7^t|- 
-;W«ori*^5/3>*-fc«#»ATmElJ--A^(E 
jib, ifE^A*j&^S < ^ y t-y©3 ^ ^7 y a 
-*mfE^7^x>h-7 7^7^^~^ra3^^i/3 
XBfflEi^'f X> h»3^^y 3 

rwE*7-fx>h«^«g»-r*^ts»*tr*»* 

[W*3B3] 8&E!gl<BXxy7 p te, ^«6«SiR«* 
ft^LTSftM (M£l) tfl&fcaftTHa**, ffiE 

<X>h-77<7^t-W3^^y 3 >^&^ 

M+HTt&aiii:, 77^ 7£*— A-tf-AHn 
> 3 >©«ft€MiH-r & c t *»«t-r*»*fl 1 

K:E«©*y h«7-*U— fc?X*S8#S. 
[tS*3S4] (!9ES§l<B;*7 L y7 r fcL TfcfflflcoWi 
«§#ft£LTSftN (M^N^l) *»SStlT^5 
t*. WffittS8TN*<D*JB^7 7^7'>^-;i/-it- 

Am^^^y 3 >*«fi-r ««j«flsja«**ff -r * - £ 
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[R$3 5] MEiBloxx^tt. IfE77<7^ 

fflE*B§77<7«)*-;P-t-A|lla**yg 
>©«KfSfcBWE^5^x>h-7r-f 7^*-;HB 
3^S/3>toB&i:J:t)»B*«&77^7')*- 

«rfcK*»^7T-f7^*-;P-*-/tWn*^2/ 
3>£J8£LT, N*o*^7 7^f 7^*-*-*- 

Awri*^^3>srii»'r*ct*»«iraiii*a4 

[»**6] «EIB2©XT-y:/tt, r«E77^7^ 
#-Jl/-1t~A*H=i*#>'3 >£Jg£LT^&^*jie'& 
W7'fX>h-77'f7')Hl'B^y3>^ 

99E 7 7 -f 7 2 * -)V - U— ATfl 3 * £ -> a > £ 

*©77^f7')*-;P-^7'fX>HB3*^y3 

^7<X>h-77^7^t-J»^ 

->3 ttEJBioxx^^riiatsnT^ft 

hSE7 7-f 7£*- ^— 9— AfBj3*£ v 3 ><D£H-£ 
±®^&^«fc5fc, ^7-fx> V~~7t^7V*-)V?$ 

ike*©** h7-^if-t'xtim 

>h^^77^7^t^H:^lTa^^y3>luI 
*^$>ofc«^i^ ME*IS^7 7-f 7**-;i'— 9— 

/X|B3*jr'>3 >0»tH5E*«S-&^7-fX>h-7 7 

7^*-;HBJn*»S/3>©jBt*Jt*SEL, 

1t-n«|3*^">3>*cfc0^7'fX>hft|ll^^^3 

>»*«J:HoT^ftH SffelC^^-f X>h-77-T7 
^^-;UP,1n^^v3>^«^L, 

*^'>3>«4B***3H"r*^ KE**S 
§77-f7v^-iP- it- AB 3^y 3 > OfttfttE 
*»^^7<X> h-77< 7^*-;KBl3*^'>3 > 

co ft * ± [u s * r ^ ^ -f x > h - 7 7 -f 7 v * - ) v m 3 

*^5/3 >»4*»K-r*C<!:*»*^'r*ll*fl 1 ^ 
E«0*y h7-*U— tfX^ffll^ffio 
M**8] mfE^3(Dy;^^7 p «, »B?7-fx> 
h-77<7«>t-;W3^^y3 >^77^7^t- 
^ A-U— APfln*i7S/3>t©tt^tt!l"C, fl9E^7< 
X>h-77'f7'>*-^B3*>y3>*ii;TS(lB 

^7-fx>h^eo^yfe->;*s(iL&«'&Jc, 

^iE<hfiJ^$nfc^^tC, i^7^x>h-77^7 

^FiE^t^^^nfc^JC, *ig^07 7-T 7^^-- 
*-*-/XW3*ir^3>tl»db, iK^yt-^S 

^K77-r7 r >^-^-^-AT^=i^^ V3 >*ai;x 
mE*-;^<Ear«^i:*»«tt"««*5ii ke« 
5^ h»7-^*- 
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[»#*9] HM!»3^fy^t mitylxy 

x>b-77-(7'y* -;nm 3 * * •> a > *a i; twb 

*jEfc««*ftfc«£K:, ^K*7<1'X>h-77'f 7 

>£t&&\sX^&7 747V*-)V-v-nm^*t?i' 

-f 7**-;HB3**S/3>fctt^UT^*7T-f 7* 
*-*-tf-AM3* jr ya >£Si;T*<0**lJwt 
^KiTTS £ SIS** 8 fcE*<D* ^ h7 

-^«t- extern, 

> h-y 7-1 7V*-)lffl3*2zs a >t7 7-1 7V* 
-f 7 * - *- /XIB 3 * 9 is a > *m DTflUEit- 
S*KLT*IE U 
/XBO 3 * 9 > 3 187 7 <i 7 V - it-nra 

•9— ;l|H3*jr3/3 >^LT^S^7<x>h-7 

a k y 7 <i 7 y * - ; i - it - tm 3 * * > 3 > t »^ u 
ws^7'fx> h-7 7-r 7'}*-;i'P H i3*^>3 > 

*:Si;T*<&3;£ffiE*7>f x> h'starrs;! 

ft. 

JS3, 4, 5©^f*l*K:E«0*y h7-*t>— tfX 

m**i 2] atEBSK«*ft&. -oeut©*? 

h7-*it-lfX*iRim, 
[R*«l 3] B(IE«ia8*ft&t -OCU©*- 
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#Jg3, 4, 5 0^n*MCE«cCO*^ h7-*U— K 
X+»#fc. 

[M««i 4] it-A*- 99<tx>bV- tfx^fft) 

ns*7 h7-^->xxAtcaffl$n, it-y\*3>hfzL 
-^<h^7-rx>h3>t!rL-^(hop^Te^$n^^ 

«£*J»U 77-f7^*-;PtUT«IB-r**y h7 
-£it-b'X*3$ggT&oT, 
/0 MElt--A3>t!3.-^t©mT : ?ft*«)6nfc*» 

^7<X>h-77<7'?t-^^i/3>t 

© 7 7 -f 7 ^ * —)V - it- ARB 3 * £ v 3 > * 56 

WE^7-rx>h3>b!iL-^o^*SfM^3*^v3 
>M1lt<ot>o1t9y'(x>bzi>\Z=L-9£<Dm'V9 5 

<x>h-77^7»>*-;m3*^'>3 >*«ftT« 

«B3*^^3>««*Ri. 

AtEtrfli 3 * * ~> 3 ymm «£ znit9y<xy 
h-7T-f 7^*-;pra3*^^a>tcko«^$nfc 

J0 £?^X>h3>t!;i-^£<0it-fc*Xg#Kr^T 
IE S ft £&ffi*f 3 it- fcf X g#IE Ift&SE^ g £ , 

<h£> 1fift9y^xyh-y7<i7V*-)\'mn*#y 

a y t y 7 <i 7 V * -JP-it- AR|3 ~> 3 > <h 
^LT*<ftlE*--t;xS*ft*-;\3>lfa-^^(6g 

U iEMH*#Bafcft&^£#* mwy<xyv-y 
747V*-M%ri*zyayhy7<7^*-)\r-*r 

- AW 3 * £ > 3 > <h £ <88rt £ 3 * $r > 3 >P^ 

^RT^^-rx>h-7 7-f7^^- jmi3*^>3 > 
t7 7-i7V*-)V-v-nm^*2i'B y£<D&&\z 

± 0 it- ;\* 3 > b? - 9 ft e> ^ n ^> it - MTs jKff K: 

WE3*^->3>*«ijaa^att. we*- ifxjcs* 

^/7^<x>h3>tfrL-^lcgiHL, iEStt*«B»S 
ttft^i#, ME^7-fx>h-77-f7^*-;UW3 
^ ^^ya >t77<7^*-;i/-1t-AM3*^x3 > 

h7-^it-t*X4 , J»S@o 

7 7 -f 7 £ * - it- ;m 3^^y 3 >^)MS* 
SfC**»3t$ nr^*i:#, ^7^fX>h-77<7^t 
-;HS| 3 * £ 3/ 3 > 7 7 -f 7 ^ * - it- 

;tB3*^s/3>fttfk**«*»artk:«« , r«c:i 
^4#m^*r^>il*JS 1 4 k:E«o* v h 7-^it- fx 

5^ [s»*JSl 7] SdE*y h7-£->XxA#TCP/ 
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I P (Transport Communication Protocol/Internet P 
rotocol) T«»2ttTH5i#. 

«Sr»n*^2/3>aia^af4TCPHJcEB*n, 99 
Etf - If X B*IE3 tttt«E*Rtt7 ;/ U ir- > a >S 

Msfrll 8] WE*y h7-^yXfAOTCP/ 
I P (Transport Communication Protocol/Internet P 

rotocol) tfti^ntl/^if, 

»E3**'>3>IB+«B«*R»4, TCPl<hIPl 

<h^p B i(cEM$n, fljE*»^3*^^3>flpa^RR 

tfSri83*^i/3>iBifftttTCPBJ:Et*n, ffi 
E*-K^B*iEatt*IE¥Ratf*-lfXj6*jEStt 
ME¥Rtt7:/U ^y3>ii:El$Wut^ 

fr*»*«i 4icE«©*^ b?-^**- ifx+ns 

So 

[0 0 0 1] 

>t?a-^!C < toT8«Sn61r- If**, 77<7>) 
[0 0 0 2] 

— ^7"P h^JK^giptlT, TCP (Transport Comm 
unication Protocol : filSffl^Ph^jl/) <RFC 7 
6 1#HR>***a. TCPTH r3^7x< • A>Hv 

[0 0 0 3] TCPA^7h^7y(:H x 

>*ack mmfeg) mn. syn (psb) v??. 

ACK77y&i^SStlt*50, TCP3^ya> 

[0 0 0 4] TCPTn^v^^fcWaTSIRfCtt, 
*7-fX>H (C) n (S) CttLTS 

YN/^yh (PI) £i£3o SYNW7h (PI) 

TCSJ #£$n-CBD. ^l$iCSYN7^£W£)£ 
[0 0 0 5] It- A' (S) tt, ^?<X>h (C) 

©sYN/^yh (pi) a*ai»-rs£, -to^^x 

>h (C) KftLTS YN/tiry h (PI) 
tzCt£fc?LZ>tz#)\Z, SYN/ACK/^7h (P 
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2) ££/£LT#7< X> h (C) ^£§£0 CWSYN 
/ACK/t^7 h (P2) <D£.f&T\Z* ^y^X>b 

(C) ^6©SEQ#-9ICl*lDiLfctt TCS+1J £ 
ACK#^KI9:£U ACK77#£W»K:T*£HI»9 
\Z, *-;t (S) a#*«*ffftK:ft3eL&fflWSEQ# 
^ rssj ^lTSYN77m?!lf:LTl^, 

[0 0 0 6] £?-fX>h (C) It- A* (S) * 

£S YN/ACK/1^7 h (P2) *3ttttofcP*j&T 

r3*^>3 >ifim&?z>. <au u— a (s) Areas 
10 fc*3*^s/3>*«aistuT^fe^(Z)T, ^^-rx>h 

(O liACK/^yh (P3) *4dcbTtJ— A 
(S) Cig*. u0ACK/^yh (P3) <D±f&T 

\t, SEQ#fW-A (S) ^626nt*fcSYN 

/ACKW^h (P2) ©ACK#tl:*SnfcSf 
rcS+lj *R£U ACK#^£SYN/ACKA 

^ryh (P2) ©SEQ#^^l«UP^fc«t + 

1J ftRJfcLTH*. 

[0 0 0 7] +>— A (S) Mfc£4>ACKA4-y h (P 

3) #BJ.»Lfcl5jft-C, ^7^fX>h (C) <h-9— A 

20 (s) H«<osEQ#^H»!^n, (s) mr 
^rx>h (o , a (s) co^rncofflw^T^x 

[0 0 0 8] WAtf, ^7^X>h (C) jfcStf- A 
(S) ^RfflOx-*«r2*IBfctt* SEQMKtt 
rcs+lj *R£U ACK##£tt rss+n * 

(P4) £i2t£« $e»tC, 
5frgi£o£: 1 0 Obytes<0x--*<0#C**?" S EQS# 

a? rcs + 1 0 1 j , ack#^»c« rs s + u 

LTACK75y£W»£Lfcx-*/^y h (P5) 
[0 0 0 9] r-?*a»»^fc*-/t (S) tt*5-f 

x>h (o \zMLxm^9^( $>mcK/^7 

h (P6) u(D[R0)ACK/^7h (P6) * 

* (SEQ#^TCS + 2 5 0) (?)*^SEQ#§^ 
1" TCS + 2 5 1J £R£U SEQtfC rs S + 
1J *K5£U ACK77^^m B 
40 [0 0 10] a>tra^*yh7-*T?lt h9 

-££SDTlt- fc*X£it0trf5ii— A£tf-!fx*3 

tt**7<X>ha***. HTTP (/W/t-f^Xh 
fcm^UbziM <RFC 1 9 4 5#l>lll^<WW 
W (World Wide Web) AtWWWT*^ £lf , FTP 
(7 7-fii/KM^a hn;i/) <R F C 9 5 9#88>(cg 
^< F T P If- A'<fc F T P £ 5 -f X > h ?5: £\Z* <Dff?&\ 

[0 0 11] iEflcfcifeU— tfX«r*!y h 

5^ ^>tfa-37«, gA^-tfXjgSSS (Denial of 
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Service Attack) fc£<D&&$:&ttZ> Z £ifl&^* Z.O 
[0 0 12] Z.<DV71 7^^->v^-nuy\^^- 
[o o i 3] iuPtco r/^y h • 7^r ;i^u>^j te> 

5fx 7 *T % C tW- /Xt^eJ: O \Z Ltz* STfe 
I P7Fl/Xfc-9— 

T?S*. (10. 0. 0. 1) 

(OU- - A* n > tf a - ^ 7? W W W U- - 1? X * & « b ^ m 

U— A3>tf:x-*<&I P7 KUXT** (1 
0. 0. 0. 1) iWWWIf*- t'X©#- h#§tfcl) 

(so) htftf^ar-fc^^Rs-ra. 20 

[0 0 14] '&%v> \?m>r—\ /a > • y-K^x 

>fj tt, 7 7-f 7CF*-*««^5-fX>h3&i5©U— fcf 
[0 0 15] 

[5l^***Mfeb«fc5<hT3RiH] ft*<£> 

SfftTtt, /t$r? h^x-y^nm^ 77^ 
U ^>a> l/^OU— If XS*^jET* o D f 

WWWU- A^cW- tr x}B5a*Sff 5 SpfiWWW 

COJ^fcaStt h • 7^*U> 

[0 0 16] m%<D r77 P U^-va>- y-h^x 40 
-fj KJ:S^ffiT»tt«, ^7<X>N(D1t-t*Xg* 

**. L*Lft3»«6, r77 p U^r-^3 > • y-h£x 
-f J ttU— Ati^* X> h^FB^CfeoTS^Omoffl 
«£»fil*T*»<fc&<K ii^^OS (Operating Syste 

d7 5-fX>h*^-lfXB**3l«UT^51t-A^S 
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[0 0 17] *fg9ite, ±B©HIBStfft1"*fc*fcfc 

•oeWBOfi* £«fc«B;t S 7 7 -f 7 £ 

[0 0 18] *fe^coffi<Z)@l»te, ±B*yh9 
C7 * Acof^t) 0 £ ^ -f x > h t <om \z 3 * 

[0 0 19] *5£Wcoffi<7)aMtt, ±E*yh7 
-^it-tfX*«*«Rr;*««IB^*(riT, 77^7 

[0 0 2 0] 

[0 0 2 1] (1) ffiJt©— o©n>tfa-^WT©3 

J:oT«l#t$n^77<7^^-;U^^LT, ffi£>3> 

exti*ftT*oT, WE77-f7^*-;PtWE* 
- A <h ORIt^aS) 1 *^±o 7r<7^t - - if- A* 

> N <h fj IE 7 7 -f 7 * * - ^ t CD n I C m 1 ^ X x v 7 P T 
«»LT*^fc«fEitwtft|3*^i/3 >*-0-o& 
ffl^T^7-fX> h-7 7-f 7^^~;HWn*^S/3 > 
*«iStL, «fEn*i/5/3>o«Sttffl^&nfc8ttEi7 
7-fx>hi(0a*j7>'a>+^ttE77^7')*- 
;HH©3** 3 >^-^:^}#1-^^ 2 WXf7 7^, 
MEd7 7-f x> h- 7 7-f 7^ *-;i/M3*^v 3 >t 
BaE77-T7^*-;i/— tf- ATfln*#>'3 ><h^^^ 

[0022] (2) (1) nmmz&^T. mzms<D 

7f77°ft ME^7-fx>hd^S</yfe-^(03 
^i/3>«77^7^^-iH^a^^y3>+- 

C»***Tfl«E-9— A^Kau. ttE*- /t*sa< 
^^t-yCO^^^ya ^rrnfE^ ^^T x> h-7 
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[oo23] o) (i) ommz^x. mmmi<D 

XT7^lt ^£gg«£#ftchLT&8:M (M^l) 

;t|Bla*^^3>o&«-*«M*aTt&*«k5K, 77 
7 9 4- - Xffl n * * v a > ©«8ft * SJIBT* 

[0 0 2 4] (4) (3) (Dffif&lZ&^T, ME» 1 © 
Xf^ft ^*»J«iOWa»R«**tLTS»N (M 
2N21) **»j£;SnTlr>*£*. MJflttffiTN*©* 

[0 0 2 5] (5) (4) <&*USfc*HT, MBJB10) 
Xr7^i HagB7T-f7«>^~^— 9--AM3*^-> 
'3>©^M*HTOtt, B9E*fc§£7 7< 79* 
- -y-AIW n * * v 3 > ©WW * fc ttffiE * 7 -f x 

WE*3B^7 7< 7»> tf- > 3 

N*.fc0 4>&<fct>fc»£K:, SrfclC**g&7 7-f 79 
tf- AWn*^S/3>*aiibT, N#co*ig 

[0 0 2 6] (6) (1) 0««IC*^T, «0E»2O 
Xf7^1 ME77-f 79*-;i/— 9— /IMn*^^ 

-ARB n * £ x 3 > 77-f79*-;V-£ 
-77^f7')*-JW3W>'a>^lf*, 99ES1 

(DXx^7 p T$ti^nT(/^WE7 7-r7^^-;p— * 

— AIW3*i7 5/3 >©£if-£±®£&^cfc7ic, y*7-f 
X>h-77^f7«)t-W3^^ya 

[0 0 2 7] (7) (1) 01*1:4^ MEJB2© 
X77^t 8rfcK£'7^X>h^$77<79:*--;i' 

i:SbT3*?y3>i4B*#*^ft«&i:» WE* 

«^ 7 7 -f 7 * - ) i/ - it - nm n * * > a > (7) & <t sa 

E*«^^9-f x>h-7 7^79 *-JI/M3*^^ 3 
><&R£Jt«U A«ln*^'>3>ft<t0^7<x 

x>h-77^79*-;PBi3*^^3>**a[U. £ 

7<X>hflj3*^2/3 AfflJ n * y* > 3 >ft 

iH*^T0*<k5T*na, ^7<x>h^e>©3^ 
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7 7 -f 7 9 * - AIBJ 3 * £ v 3 > <Dft*<89E* 

je^^7-fX>h-7 7-f79*-^KH*i7v'3>© 
a^±0§^7<X>h-77^f7^^-M^^ 

[0 0 2 8] (8) (1) ©iSi:*^ *E*3 0 
Xr^lt iE^7'fX>h-77<7'>*-«3 

tO«^«fi8T, WEi77-fX>h-77^79^-;i/ 
RB3*^>3 ^SSKTWEy*?^ x>h*>S<&*y-k 

X>h~77<79*-JHB3*y*S'3>£W8rU * 

-it-A*raa*^^3>tje^b, ii^yt-^a 

R77< 7">*-JP-tf-rC|M3*^>3 >*atTW 

[0 0 2 9] (9) (8) ©fcfi&lC^T, ffiE£3® 
XT7^t iffi^HX>h-77^7^^J^3 
*y*i/3 >^77<79*-;l/— y— AWn^^S/s > 

[U] □ * £ v 3 > £M i; T BSE * 7 -f x > h * 6 © Si fin © 

^7<X>h-77<7^t-M^^^y3>^ 

Ki77-f x>h-7 7-f 7»>*-;PM3*^<>3>i:« 

^^77^79^^-1^— ATeln^^ V3 >£$J 

Zi/a ><h|g£LT^£77'f 79 a—A—*- AR8n 

Lfe^yfe-^^3«^7-fX>h-77-f79^-;i/ 
r^ya >£*§£UT^5 7 7'f79*-;i'-* 

aw 3 * * ^ 3 > 1; t*-© * yx^Ka-r a - 

[0 0 3 0] (10) (1) ©IMEKt^T. SdSm3 
(0X77^1 89E^7<X>h-77^79^-Jl/W 
3*d^>a >£7 7^79*-;l'-1t-AT f Il3*y^>3 
>£<B*S£tt»T?. UE77^7^t-^-it-A^a 
40 W->3 >*iii;T89Eit-;^6©/y'fe-x*Sfi 

"it-AK3^^i/3 >R^^^77-T79^-;U-1f 
-A*ran^^i/ 3 >i:iB^»r^©^7-fx>h-77< 
79*-;WWi3**5'3>*W*rU *jEfcL£W£S 

^i77^7^^-^-^nr H in^y 

3>^»^LT^§i7 7<X>h-7 7<7C7*-;i/W 

3^^^3>*ai;TSllE^7<x>h'\/^1r~xS: 
50 ®£\z. ^myr^rVx-Jl— ?t«-ATfl3^^->3> 
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[0 0 3 1] (11) (3) , (4) , (5) ©l>rtl 

&<om&\zi$^x* wewsir***** wEit-A** 

[0 0 3 2] (12) (3) , (4) . (5) GHvfft 

*©«*k:*^t, MESSRS**^ — seu©* 
tt-Tftfc*, *^x>h^jl/-:/r<hlcfg£-£jrf 
[0 0 3 3] (13) (3), (4), (5) O^Ttl 

[0 0 3 4] *fc, *58WlC«**y by-^it-lf* 

[0 0 3 5] (14) It- A* • ^7<X> hit- 
fffcns*^ h7-£xX7\MC@ffl£*U it-A3> 

fc?rL-*£*7>f X> ha>ea-^t«Tgi^n 
h7-£it-b*X*j$gRTfc^T, mfEit-An>fcr 

a-^ioswwenfcis^ #^x>b- 
3**'>3>iif»t» taE^^-rx>hn>hf^- 

^05"6»r«lC3*^S/3 >S*©*ofc^^-f x>h 

a>\d=L-^t(Dmr^7^X>h-7 7^7^^-)l 

tlfe^7-Tx>hn>fcfn.-^^^^1t-t*XS*(c-3 

W«B*-bfX5*iE^ttttiE^gTjEStt^Bfie>&nfc 
<h£, ME^^<x>h-7r-f 7i>*-;WM3*d7'> 
3 > £7 7 7 V *-)l-+)—rtm^*>7 3 > 

u iEStt^B»6n&tf>i€r, mt^7^x>h-7 

7-<70*-)lffi^*2i<'a>£7 7l7<y*-)l-V 
-AMn*i7->3>i:©jB^S«»frS3*^5/3>W 

[0 0 3 6] (15) (1 4) Wffi/StCfc^T, £5 
fc. «fE3*^'>3>BI + «lffla¥ST^7>fX>h- 

it- ARU 3 * £ 3 > <£: <D&£\Z J: 0 It- A 3 > hf n - 

^^6j»ffi^nsit-t*x*stct3^TiEatt«:ttaEr 

*it-lfX*«ftE*a*«A* WE3*^^a>+« 
J&g^ate* Mfiit-lfX*«tfclE#aTIEStt**B«> 
fctlfct*. S^IEit-t:Xg*^^9<x>Kn>tr 
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1 JL> h - 7 7 7? *-M$Z}*>7 is a > £7 7 ^ 7 
V * -;!/ - it- A # ra 3 * £ ~> 3 > <b £ <8#rT 6 C 

[0 0 3 7] (16) (1 4) <0««fC45^T, 99 E* 

^^x>h-77<7£*-;i'ra3*^>3>£ 
[0038] d7) d4) commz^x. mm* 

y b 7—% yXfA^TC P / I P (Transport Commun 
ication Protocol/Internet; Protocol) "C*8^£*IT 

Mte3**->3>M*«lffl«^att. TCP 
H£ I P@<hoP^tc:B2ffi$ti, «H*g^3^^'>3> 
1f3im&tf$T&3 * * > a >*L3#attT C P @ICE 
g£*U MKV-\£XB*mm&W&¥mt77V ir- 
is a >JffcEK3tt*£££4*«£r*. 
[0 0 3 9] (18) (1 4) ©«JBjcCi3^T, WE* 
^ 7h9-^yXrA^TCP/I P (Transport Commun 
ication Protocol/Internet Protocol) T'ii^nt 

flttE3*^'>3>M*l»ffl3I*att. TCP 

at i pjB£<&rafcE«a*L «E*e&3***>3> 
aatf * ^ v 3 w*t cpics 

■3*L MElt-lfX»*jEStt«K¥a2klXlt-lfX 

jt^iEatt^ii^a«77 p u^-v3>inE©$n^ 

[0 0 4 0] £t±©*^C«fc^T, it-tfX 

^£Hfi£igMU *5<x>h£it-A£Ori*#S/ 
3>^$fIT^^77^7^^-MtSt^ 

[0 0 4 1] 

[0 0 4 2] Bill *%W&mm2tlZ>TC?*y b 

T, 1 h«7-*N lfc&SISn, it-A (S) 

40 ^UT«fl6-rSit-An>fcfa-^, 12tt^yH7" 
^N2tc»tt$n, ^^<x>h (C) £LT$fl6T3 

;l/ (F) tlTlltftlft' WE$>a-*i 3^ 

[0 0 4 3] ±ES/XxAtC*^HJ^jgffib^» 

1 ftMSg 3 O jUK»tt«K«r 
[0 0 4 4] (* 1 O^ffiJglB) SB 1 ^>tlii<i:l 

50 «toT*8t5iftlC^^T, H2JC*-rS/— {r>XH 



(8) 

13 

[0 0 4 5] H2fc*3ivr\ £?7 7'i7<y*-)\s 
(F) tt, ^JftiJ— A (S) tOfH]TSYN/^7 h 
(P 1 1) , SYN/ACKW7 KP12) , AC 

K/^«yh (PI 3) ©^>DH0*ai;T7r-f 7»>* 

-JU - u * £ ~> a > £flSA LT^ < . 

[0 0 4 6] ±tR7y(7V*-fr (F) tt, *7-fX 

>h (C) *5©3*>^3>«4B*l:S^<SYN 
(PI 4) SYN/ACKW7 

h (P I 5) , ACKW^ h (P 1 6) £>^0^0£ /0 

zmtLtz. z<Dm, yr47V*-)v (f) **ttfflT 

l)SEQ#^l A* (S) <h077< 
*-AIBri*i7S/3>©«a«PJc:§Kit--;t (S) ifim 
^fclD»SEQ#^ rssj z&mtZo 

[0 0 4 7] 77-f7^^-;P (F) tt, ^7 

<X>N (C) fr*><OT-*K'ry h (PI 7) 
SSL f^SEQi^ rcS+lj 77^7^* 

(F) *t*ALfc77-f7^*-JI/— 
^'>3>Offl»SSEQ#^ TFWj Kg^TSEQ* ^ 

TFW+lj \zm%&x.. f©f-Wiryh (PI 
8) A (S) ^UMEirrs, KS^T> A 

(S) frbVACKWry h (PI 9) CDACK#*t 
TFW+ 1 0 lj_**7<X>h0fflJfflSEQ#*tK:g 
^fcACKtf rcs+10 1 j ^<7)x 
-*/X$ryh (P2 0) £*^X>H (C) 

[0 0 4 8] ±fR9BM\Z#tt&yT'(7'y*-)V (F) 

[0 0 4 9] **\ 7r-f7**-* (F) tt, «DMR 

^^bt, tf-A (S) t^JcSrL^77-f 

(F) (S) ffliJOSJfflSEQS-^ TF 

Wj , TSSJ (SI) , &\Z>7y^X.>h 

(C) ^5«jtt«*^**STf«p*T* (S2) . >7y 
<x>h (C) A»6*«JH**«*ntf, «»LT*^fc 

■y— M«j«j»!SEQ#^ rssj ft*?-rx>h (o 

t©3*^">3 >«lAJCffl^T^7<X> h~7r^ 7 
;i/ffl3*£v a >£«g£U *7<x>h<M8JJJI 
SEQtf TCSJ (S3) . -fflHWK ^7 40 

<X>h (C) d^©TCPf-W7hif^I 
(S4) o 

[0 0 5 0] -£fflWrtK:*7'fX>h (C) fl^TC 

>©^^<X>h«aj»!SEQ## TCSJ SttcKL*: 
TCS+ACSJ SSEQ#ttl/T^ft^ 
7r^f 7»>*— A— 9— Affi3*£ y 3 >C7)7 7^7r> 
*-;WMfflflHSEQ#*f TFWj &7E£LfcSEQ#f| 
fFW + ACSj fc**fcAT*6'0— A (S) 'VTC 50 



2002-312261 

14 

P7-^/^7 KSteiHTS (S5) o (E£ft. Xf7 
7 r S4lCH^)o 

[0 0 5 1] Xx^7 r S4JC^5^T, -fcHBRaWK^ 7 
-fx>h (C) *^TCPf-Wy htfUJgLfc^ 
itzm&* SSK-JfcJBBK if-A (S) ^6©TCP 

T-jrwy m»*fttrr z> (S6) o -izmmmz 

tf- A (S) *6TCP7-^jry 

tOTCPr-^Wy htt7 7<7«>*-^— 9- 
-AB3*^ i/3 ><07 7<7£*-;M»fflHlSEQ# 
*t TFWJ TFW+AFWJ ^ACKStt 

iTt^^t, ^n^^^-fx>h-77-r7^^-;i/ 

r^n^^i/3 ><7)^^<x>hffiiJSEQ#^ TCSJ 4 
7C<hLfc TCS+ACSJ lf«S«AT*6^^X> 

h (o ^TCPT-^yh^em (S7) o 

G&ft, XTy*7S4\zmz>o 

[0 0 5 2] Xf7yS 6K*5^T. -jejHfflrtlC-tf-- 
A (S) *^TCPt-W7 ha*8J»L&J&>ofc» 

^-r A7">h^««*3>fcra-^^6©s*r, 

77-f79t-;P-f-^B3*^'>3X ^7<X> 

h-77<7^t^Fl3^^y3>O^WW 

stifcjMWfr* (S8) o wwsnr^&wntfxx 

^•>3>*«»LT, «»UTt5^fcft4D«SEQ#^ 
TFWJ , TSSJ , TCSJ £^'J7L (S9) , X 

T7^S 1 (C^^o 
[0 0 5 3] ±E«l»<0»|*, 77^f7^t^ (F) 

fc^^x, a (s) (ho«»*a«LTfe<^ 
^^<x>h (o j&>e>0«ttis©ijwx (s) 

^aftflrfiWL U— A* (S) <h£5KX>h (C) t 

*A«ACK##©»**A(0^k:<t:a+«lJaaa)«a 

[0054] (»2 0>%tt«ffi) m2<DnmmmtL 

[0 0 5 5] S4Kl^-r*§-& • tKxa-jH 3 tt, 
U— ;\*n>tf^.-^ l l <h<^77-r7»>^-;i/-it-/^ 

-7 7<7^^-Mp13*^^3 >d:i&lT^^7 

7'f7 , )*-^-*-;tB3*^^3 >»&N*HKje 

L*«-r**e£3*{^>3>*a»i 3 1, 77^7 
^^-;u-if-y\*K3^^s/a>^^7<x>H-7 7 
^7^*-^W3*if>'3>i:©mr*iii*fT53*^ 

•>3>Bt»i81»l 3 2, ^-fx>hn>fc?n.-* 

1 2^6©»«3*^'>3>aisB**»a'r*«r*=i 

**5/3>«B»l 3 3, ff«3*^S/3>W3lHp*« 

ojEattsttEr**- tfx>ts;afjEatt««E»i 3 5^ 
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[0 0 5 6] ±e«*k:*^t, &T\zi&®<Dffin\z& 

[0 0 5 7] 77-f70*-)l&®m?%1&£ - l*®*: 
ya-;H3f:^T> *«&3*?'>H>fMl 3 
lte, »— A3>Ka-* 1 1 iWCWN^7 7 

h3>tf:a-*12 i * 
ift3**S/3>*#lH±Tf»nii. *r»3*j^>3 
>«««13 3WU *»63W'>3>fMl3 1IC 

[0 0 5 8] i*-lfXS#IE3ttttlE«l 3 4 

tt. 7<X>h a >fcfrL-* 1 2 1-1 2n 

tf-lf;*J6*IESfHME«l 3 5tt, it-A 
3 > If 1^6©*-tfXlK»*SW-*t, ^<£> 
IE3§ttfc*Mrr*. 3**v 3 >P*14 I »Sa!lSgBl 3 2 
te, it- lfX»*jEStt*IE«l 34, it-tfXJS£lE 
Ite&IEgPl 3 5©ft*gE«**«jEaT*o&i*© 

A3>lf3.-^ 1 1 5-fx>h3 
>lf 3.-* 1 2 1 ~ 1 2 n i:OM©*3BlftfT'5. 
[0 0 5 9] tftM, 3*4r^3>n+««ai»l 3 
2^*Jltr*it-tfXB*tt, it- IfXttRjESttME 
ai3 4«UMEU iEST&Wtitf3*^'>a>M+* 
ffll^i 3 2^5<x>h3>tf:i-*<Bl<hit-A3 
>t!rL-^ffl!|03*^v3 >£$JBrU ^5T&ttntf 
*8fc£fT?o H«fc3*^S/3>|BI(f««l««»l 32* 

*«i-r*u— ifx^stt, »-ifx«*iEatt*iEaBi 
3 5«*ttKU iESTa:tfntf3*^^3 >r^mmm 

SB 1 3 2#£5>fX>h3>lf;i-^ffl<hit-A3>tf 

[0 0 6 0] ±B©*ya-;i/«rtfccfctttf. O^L 

T, it-A3>fc?n.-* 1 l©3*i7S/3>»*M*K 
TKRJtT* E it-A3 > If ;L-*la&Mfc3 

Jlffi£K£Ti*So *fc, it-A3>tf:i-*£^-r 
x>hn> tf ^-^coit- IfXgjftRtf D— tf X«g 

[0 0 6 1] (R3^«M) S3^1H»«^:L 
T, BllC*f ->Xf A*TCP/I Ptft»4ftt^ 

t^aHU 30TCP/I PPgKlT^ST^a^H 
ovvr, H5^"TTCP/I PPtJB*ifiHft#BaUT 
ft, H5fc*HT, H4 ilPI— «tB**fc-r 

[0 0 6 2] H5^^1-BB*jfiT?tt, ^7h7^< 
>^7x-X!, I PI, TCPi, 77 p 'jy->3> 
BSIM., I PJB£TCPH£0Mfc3**$/3>m+ 
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ttffiJIffil 3 2*EBU TCPJHfc*9fi3**>'a> 
J&SSR13 1, *IS&3*^'>3>ti»13 3*EH 

3 4, it- exfc«IE3ttttE«l 3 5 4EBLTH 

So 

[0 0 6 3] *»£3***3>*«*1 3 ltt, 
it- yX3>hTa-* 1 1 tflDBT-y— 79* 

-Jl/Pfl3*4^>3>*«aU 3**>'3 

lt^<. £5<x>h3>tra-* 1 2*s«a3* 
^->3>«aB***ntf, ST«3^^i/3>j5!i 

BSl 3 3 3S«**ft3*jr->3>*««l 3 1 

[0 0 6 4] #l\Z. It- If XB#IEMSttlftE« 1 3 4 *« 
■*-tfXB**fcKU iEST*n«. 3**'>3>W 
*3BJ&a«l 3 2^-b*Xg#£it-A3>b!;L-* 

^m^mffiafiKi 3 2*it-tfxj£;g£^<i'x>h3 

[0 0 6 5] ±iB0TCP/I PfgiTO^^a-^B 

fi&tc<*:ntf> gitit, r77 p u^->'3>-y-h 

9x-fj fcH»©i^fcfXB*©*fc#T#, HBKEJL 

[0 0 6 6] ft, ±E©«JS»»Ttt, it-A3>tf 

TmWLtztf. it-A + 3>tfa-^e^^#SIS6^co 
[0 0 6 7] 

>3>-y-h9x>fj £H«K1t-lfXB*<DjE 

[0 0 6 8] ±E**h7-*1t- tfXtfctfi* 

atf*M8fi£*HT\ 7 7<7f)*-MU-A©ft 
t)0(Cd7 7<X>h < h<7)raJC3^^v3>€r«tiE:1 _ SC: 
fctfT*, iinic«fc-DT*r«3*^5/3>a4^*^* 
it-A<0ftfi*B«T* C iJitT* S« 

[0 0 6 9] ±E*y lfX+«l*S 

K1*3^T, 7r-f 79*- )V&V-tf£?y'( x>bt 
<Dffl<ba * 2 i/ a ><D&Z&mt Ztl\z 

50 tifi^tz. 
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[0 0 7 0] fegtLT, r7yj^ya> • b 
[■■aflMUtWI!] 

[si] *58w#aiffl*n*TCP*y h7-^^>x 

[02] JBl©*«»«tLT, *5SWK:«*-tf--- fcf 

«T *fcft«>5/-' Jr>X0. 
[03] ^10^W!077<7^t-^ (F) T 

[04] m2(DmmmmtLx. 1; 

[05] » 3 LT, fcf 
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Wtya-JH 30TCP/I PKfBfcT^ 

sr-5»^ftttwr*fc«>oTcp/i ppgi«iiS0o 

[06] TCP03**S/g >g4C«f **t->- 

1 1 /X3>Ka-* 

1 2-^<X>hn>fc?^-* 

1 3-tttrf£«S&- tUt^a-* (77^7^^- 

;» ; 

1 3 l-*flg&=3*#S/3 >1fgg? 

1 3 2-3*^3/3 >n«itAsa 

1 3 3-f«3*>^3>ai« 
1 3 bfXR*iEStt*aE« 
1 3 5 -It- bfX«SiEStt«WE« 



[01] 



[02] 




_ SEQ=FW Rao^SYN 



WWW 

_ SSQ*C3 ftaooSYN 



SVN/<toMPH) 
SEO=SS •a&*SYN/ACK 

_ACK«gs»i 

SYN/AO0t*vMP15) 
SEQcCS+1 na^ACK 
ACK-SS»1 
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ACK-SS+1 
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519 = £f+ 101 flag -ACK 
ACK- SS+1 






150bytesff)^/^KP5) 

SEQ-SS+1 flag = ACK 
ACK - GS+251 




ACK/tfryKPS) 



(12) S[ F^-A(##) 5B089 GA04 GB01 HB18 KA05 KA17 

^M^=f«EaiK^^Bri:T@3#l^ 0 KB13 KG03 KG07 

^mmmmVtt&ttfo 5K030 GA02 GA15 HA08 HD03 JA11 

JT06 LB01 LB19 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 



Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 



□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



BEST AVAILABLE IMAGES 




BLURRED OR ILLEGIBLE TEXT OR DRAWING 



